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1	Decision/action requested
Approve the KI added to TR33.740
2	References
[1]	3GPP TR 23.700-33 "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 2"
[2]	3GPP TR 33.740 "Study on security aspects of Proximity Based Services (ProSe) in 5G System (5GS) phase 2"
3	Rationale
The contribution proposes a new KI on security aspects for path switching between two indirect network communication paths on UE-to-Network Relaying (KI#2 of TR 23.700-33).
All content in the change part is new.
4	Detailed proposal
***************  Start of 1st change  ************
[bookmark: scope][bookmark: _Toc112749603]5.X	Key Issue #X: security consideration for path switching between two indirect network communication paths for UE-to-Network Relaying 
[bookmark: _Toc528155240][bookmark: _Toc112749604]5.X.1	Key issue details
SA2 is studying how to select a ProSe UE-to-Network (U2N) Relay for path switching and identify the path switch procedure with service continuity consideration. According to conclusion in SA2 study, the path switching could happen between three modes of ProSe U2N relays using different relay service codes (RSCs), as shown in the below table. 
	Path Switching case
	Service continuity level
	Basic Principles 

	Between L3 relay without N3IWF and L3 relay with or without N3IWF or L2 relay
	Application layer
	[bookmark: _Hlk109637369]Commercial IMS Services;
Missional Critical Services

	Between L3 relay with N3IWF and L2 relay or L3 relay with N3IWF
	Session level
	Handover procedures specified in clause 4.9.2 of TS 23.502 for UE mobility between a 3GPP access and Untrusted non-3GPP access

	Between L2 relay and L2 relay
	Session level
	CM-IDLE or CM-CONNECTED with RRC_INACTIVE state:
· Existing mobility procedure
CM-CONNECTED state:
· Xn or N2 handover procedure



3GPP has defined solutions to protect traffic from ProSe remote UE to external network through 3GPP network and ProSe U2N relay. Hop by hop protection is applied on each segment and thus finally E2E security is realized, as shown in figure 5.x.1-1. 
· Various security solutions are used for different modes of U2N relays, e.g. PC5 security could be applied to both modes of L3 relay, PDU session security of relay UE is applied on L3 relay without N3IWF,  PDU session security of remote UE is applied to L2 relay, and IPSEC is applied to L3 relay with N3IWF. 
· Diverse PC5 and/or PDU security policies could be configured for different RSCs of same or different modes of U2N relays. e.g. UP integrity protection policy of PDU/PC5 for one RSC could be "required", while the policy of another RSC could be "preferred" or "not needed". 
· PC5 security policy of a RSC may not be consistent with PDU security policy of a relay, which is based on S-NSSAI+DNN combination associated to the RSC supported by the relay. e.g. UP integrity protection policy of PC5 for one RSC could be "required", while the UP security policy stored in UDM for a relay UE which supporting the RSC could be "preferred" or "not needed" for the NSSAI+DNN combination associated to the RSC. 



Figure 5.x.1-1 protection for traffic from remote UE to DN through different U2N relays and 5G network
SA2 is studying how to select a UE-to-Network Relay for path switching and identify the path switch procedure with service continuity consideration. SA3 defined security discovery procedure to allow a remote UE to select a U2N relay based on RSC and other parameters. However, how to identify and select a U2N relay with consistent security policies during path switching across different RSCs has not been considered in existing specification or study.
This may cause the relayed traffic to be tampered/leaked after the ProSe remote UE switches to another UE-to-Network Relay. e.g.
1. When a remote UE switches from a L3 relay with encryption "required" to another L3 relay with encryption "not-needed", the sensitive UP traffic may be disclosed on PC5 link unintentionally.
2. When a remote UE switched from a L2 relay with integrity "required" to L3 relay without N3IWF with integrity "not-needed", the UP data maybe tampered on either PC5 or Uu interface or both of the new relay.
[bookmark: _Toc528155241][bookmark: _Toc112749605]5.X.2	Security threats
Security of the relayed traffics may be compromised after a ProSe remote UE switched to another UE-to-Network Relay, especially after switched to an UE-to-Network relay with different RSC.
[bookmark: _Toc528155242][bookmark: _Toc112749606]5.X.3	Potential security requirements
The 5G System shall provide a means to protect traffic of ProSe remote UE via UE-to-Network Relay with consistent security policies after the remote UE switched to another UE-to-Network Relay.
*************    End of the changes	*********
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